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„The	  U*lity“	  
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EU	  Givens:	  Energy	  Regula*on	  
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EU	  Givens:	  Energy	  Regula*on	  
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Domains	  vs.	  Unbundled	  Actors	  
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Source:	  NISTIR	  7628	  –	  Smart	  Grid	  Cyber	  Security	  Strategy	  and	  Requirements	  –	  „September	  Dra[	  2009“ 
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Source:	  NISTIR	  7628	  –	  Smart	  Grid	  Cyber	  Security	  Strategy	  and	  Requirements	  –	  „September	  Dra[	  2009“ 



„Informa*onal	  Unbundling“	  
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Smart	  Meter	  

?	  

Needs	  the	  data	  
necessary	  to	  calculate	  
network	  fees	  having	  to	  
be	  paid	  by	  supplier	  	  

	  
(necessary	  data	  depends	  
on	  na*onal	  legisla*on)	  

Supplier	  
Needs	  high-‐res	  

measurement	  data	  in	  
individualized	  form	  for	  
billing	  customers	  on	  the	  
basis	  of	  dynamic	  tariffs	  

TSO	  
Needs	  high-‐res	  

measurement	  data	  for	  
balancing	  mechanism	  	  

	  
(suppliers	  must	  align	  

genera*on	  and	  
consump*on,	  aggregated	  

data	  suffices)	  

DSO	  



EU	  Givens	  
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EU	  Givens:	  Data	  Protec*on	  („Privacy“)	  

Any	  collec*on,	  processing	  and	  use	  of	  	  
„personal	  data“...	  

	  

...	  requires	  a	  legi1ma1on	  for	  doing	  so,	  ...	  
	  

...	  must	  serve	  well-‐specified	  and	  explicitly	  stated	  
purposes	  and	  ...	  

	  

...	  must	  be	  confined	  to	  the	  essen*al	  	  
minimum	  amount	  of	  personal	  data.	  
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„Data	  Needs“	  and	  Data	  Protec*on	  
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Legi1ma1on:	  
No	  contract;	  

legal	  obliga*on	  
inconsistent	  across	  EU	  

	  

Data	  minimiza1on:	  
Sum-‐values	  per	  supplier	  

suffice	  under	  most	  
legisla*ons	  

è	  Depersonaliza1on	  via	  
Aggrega1onDSO	  

	  

Purpose	  limita1on:	  
-‐-‐	  
	  

Supplier	  
Legi1ma1on:	  

Contract	  with	  customer	  
	  

Data	  minimiza1on:	  
è	  Confine	  resolu1on	  to	  
interval	  of	  poten1al	  

price	  changes	  
	  

Purpose	  limita1on:	  
May	  use	  for	  billing	  etc.;	  
other	  purposes	  (targeted	  

adver*sing)	  require	  
separate	  legi*ma*on	  
(i.e.	  customer	  consent)	  

	  

TSO	  
Legi1ma1on:	  
No	  contract;	  

legal	  obliga*on	  
inconsistent	  across	  EU	  

	  

Data	  minimiza1on:	  
Sum-‐values	  per	  supplier	  
and/or	  DSO	  suffice	  under	  

most	  legisla*ons	  
è	  Depersonaliza1on	  via	  

Aggrega1onTSO	  
	  

Purpose	  limita1on:	  
-‐-‐	  
	  

DSO	  



Implica*on	  

Any	  SG	  communica1on	  architecture	  that	  is	  	  
to	  be	  deployed	  within	  the	  EU	  must	  provide	  
different	  „restricted	  data	  views“	  to	  different	  

market	  roles,	  depending	  on	  different	  
legi1ma1ng	  bases	  
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„Data	  Needs“	  and	  Data	  Protec*on	  
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Smart	  Meter	  

???	  

è Depersonaliza1on	  via	  
Aggrega1onDSO	  

Supplier	  
è	  Confine	  resolu1on	  to	  
interval	  of	  poten1al	  

price	  changes	  

TSO	  
è	  Depersonaliza1on	  via	  

Aggrega1onTSO	  

DSO	  



Approach	  1:	  Central	  Database	  („AMI“)	  
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„AMI“	  

Supplier	  TSO	   DSO	  

è Who	  should	  operate?	  	  
State	  /	  DSO	  /	  TSO?	  

è No	  choice,	  customer	  is	  forced	  to	  „trust“	  	  
è Conflicts	  with	  idea	  of	  „informa*onal	  self-‐determina*on“	  
è More	  or	  less	  ajtude	  against	  centralized,	  inescapable	  

databases	  across	  Europe	  (UK	  vs.	  D)	  

Smart	  Meter	  Smart	  Meter	  Smart	  Meter	  Smart	  Meter	  



Approach	  2:	  Acces	  Control	  at	  User	  Side	  
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Smart	  Meter	  with	  local	  data	  
flow	  control	  depending	  on	  

access	  profiles	  

Smart	  Meter	  with	  local	  data	  
flow	  control	  depending	  on	  

access	  profiles	  
Smart	  Meter	  with	  local	  	  

data	  flow	  control	  

Supplier	  TSO	   DSO	  



Smart	  Meter	  

„Data	  Trustee“	  

Approach	  3:	  Customer-‐selectable	  	  
„Data	  Trustees“	  
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Smart	  Meter	  

„Data	  Trustee“	  

Smart	  Meter	  

„Data	  Trustee“	  

Supplier	  TSO	   DSO	  
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SEE THE PAPER 



Europe	  is	  different.	  
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And	  don‘t	  underes*mate	  the	  
implica*ons	  arising	  from	  

regulatory	  givens.	  
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Contact	  
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